Attachment 4 – ICT Online Services Privacy Information and Parental Consent Form
Initially, our school is planning to use online services listed
below in the classroom:

1.
2.
3.
4.

Exchange Online / Email for Students
Lync Online
OneDrive for Business
Office Web Apps

Other online services may be added as required.
We seek your consent for your child to use any of the above
stated online services as sensitive information may be
collected about your child. While the majority of information
is stored within Australia, Yammer will store information
outside Australia. The information is also subject to that
country’s jurisdiction.
This consent is to be read in conjunction with the following
additional information:
a)
b)
c)
d)
e)

Microsoft Office 365 factsheet
Edenhope College Wellbeing and Engagement
Policy
Student and Parent Agreement for the
Responsible and Ethical Use of Technology
Mobile Phone and Electronic Devices Acceptable
Use Policy
Edenhope College Cybersmart Information

(These policies are on the College website)

What we need from you
Whilst we are keen to see whole classes experience the
benefits of online services, if you do not provide consent,
your child will not have access to the online services and
alternate arrangements for allocating work will be made.
Parental access
You can access personal information held by the
Department of Education and Training (Department) about
you and your child under the Freedom of Information Act
1982 (Victoria). If a mistake in that personal information is
identified, the Department is required to correct it under the
Privacy and Data Protection Act 2014 (Victoria).
Providing a safe environment
As with all online activities, use of online services will be
subject to classroom supervision during school hours. A
‘Report Abuse’ facility will be provided for students to report
unacceptable behaviour. A nominated member of staff will
address the issue during school hours.
To further assist your child in having safe and positive
experiences online, you can refer to Parent information on
the Australian Government’s Stay Smart Online website:

About Privacy
Protecting your child and your privacy is important. Your
child’s, your and your family’s personal and sensitive
information may be collected, used, stored and disclosed
as part of your child utilising online services in the
classroom. It is important that you read how this happens
with respect to each online service in the additional
information provided.
Consent for student use of online services
By signing and returning this form you confirm that:

 You have received and read this Online Service Privacy





Information and Consent Form and the additional
information.
You understand how your child’s personal information
will be collected, used, disclosed and managed.
You understand that this consent will continue while
your child is involved in the use of the consented online
services.
You understand that this consent on behalf of your child
may be withdrawn at any time in writing.
You understand that if the school determines that the
personal information is no longer required or relevant,
the use of the personal information will cease.

I have read the information about the offered online
services and provide permission for my child(ren)
…………………………………………………………………..
…………………………………………………………………..
…………………………………………………………………...
…………………………………………………………………...
…………………………………………………………………...
to access the following services:
Online Services

Please Select

Exchange Online
Lync Online(not using this currently)
SharePoint Online, including Project
Online(not using this currently)
OneDrive for Business
Office Web Apps
Yammer (not using this currently)
Office Video(not using this currently)

https://www.esafety.gov.au/

Parent / Guardian Signature …………………………………

Student responsibilities

Parent / Guardian Name ……………………………………..

When using all digital technologies, students continue to be
responsible for their behaviour as outlined in our school’s
Students Acceptable Use Agreement. The main themes of
this agreement are:

Date……………………………………………………………..
Return this sheet to the College Office as soon as
possible. Keep other information for your reference.

 Communicate respectfully;
 Protect personal information; and
 Look after yourself and others.
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Microsoft Office 365 factsheet
What it is
Office 365 is an internet based service, delivered by Microsoft, with the potential to provide students
with access to improved email, calendar, document sharing, blogging and video-conferencing facilities
from school, and at home.
Office 365 is for educational purposes only. It allows students to share documents online, submit work,
send email and instant messages and join video-conferences. Our school will use Office 365 to provide
information such as school daily news, school and class calendars and tasks as well as educational
resources.
Students will use Office 365 tools from the school portal. Once they log in to the system they will have
access to school information and to their class sites if these are used.

How is
information
collected
and
stored?

If your child uses Office 365, personal
information such as their name and
schoolwork (which may include
photographs and recordings) may be
collected by the system and stored on
databases outside Australia.
Office 365 is being deployed to
provide students with access to
improved email, calendar, document
sharing,
blogging
and
videoconferencing facilities both at school
and at home.

School staff may access your child’s
personal information kept on Office
How do we
365, as part of the school’s usual duty
intend to
to monitor student work and to
use the
information? support the safe and appropriate use
of equipment and systems for all
students.

How is the
information
disclosed?

If personal and sensitive information
is disclosed in any other way to other
employees, contractors or agents of
the Department, then the Department
will remain responsible for protecting
the information unless these people or
organisations are required to comply
with the Privacy and Data Protection
Act 2014 (Act) or a law that is
substantially similar to the Act. In
some instances the Department may
be compelled by other laws to
disclose information held about you or
your child to other bodies such as a
court.

What it is not
Office 365 is not for student records. No
student address information, health, medical,
behavioural or welfare information will be stored
in Office 365. Office 365 is not to be used for
your child’s personal activities and must be
used in accordance with his/her school’s
Acceptable Use Agreement.
Benefits of using Office 365
Office 365 provides the potential to improve the
way our staff and students create, share and
collaborate with each other, and the potential to
communicate with staff and students at other
Victorian Government schools.
Risks of using Office 365
While the school aims to protect your child’s
information to the best of its ability, your child’s
personal and sensitive information may be
shared with their peers and between schools,
the same as on the internet.
The benefits of Office 365 outweigh the risks, in
today’s age. As such, we encourage you to talk
to your child about acceptable use of Office
365.
Protecting student information in Office 365
Before deciding to use the services, the
Department undertook a privacy and security
risk assessment and has a detailed
arrangement with Microsoft that sets out how
information will be protected. The arrangement
means that:
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 Microsoft will only use information it holds to provide the services to the school; it will not use it for
other purposes such as marketing activities or analysing student use of the services.
 Microsoft will only disclose information to other parties where needed to provide the services or
where required by law.
 The school, the Department and your child can retrieve information at any time.
 If the agreement between the Department and Microsoft ends, Microsoft will provide access to the
information for 90 days and after that will delete all the information.
Further information on how Microsoft protects privacy can be found at the Microsoft Trust Centre for
Office 365. Refer http://office.microsoft.com/en-us/business/office-365-trust-center-cloud-

computing-security-FX103030390.aspx.
Frequently asked questions regarding data ownership, security and privacy for Office 365 can be
found on the Microsoft top ten trust tenets site for Office 365. Refer http://office.microsoft.com/en-

us/business/office-365-trust-center-top-10-trust-tenets-cloud-security-and-privacyFX104029824.aspx.
Selection of applications
There are a number of applications deployed by our school however we have provided the opportunity
for you to select the most appropriate services. Please see below a brief description for each service
and select the ones that you would like your child to access:
Services

Description

Exchange
Online /
Email for
Students

This includes email,
calendar, contacts,
50GB mailboxes.

Lync Online

This includes instant
messaging and
supports online
meetings with video
and audio.

SharePoint
Online

SharePoint supports
announcements,
tasks, calendar,
blogs, wikis and
document/picture
libraries.

OneDrive for
Business

This provides online
storage in the cloud.
Files can be shared
with staff and
students as needed.

Office Web
Apps

Web based Word,
OneNote,
PowerPoint and
Excel.

Benefits to Your Child

Things You Need to Be
Aware of

 More storage space
 Easy search of staff and
students from the same
school

! Your child can send and
receive emails from anyone

 Full experience of audio
and video for online
meetings

! Your child is able to have
private conversations with
any students at his/her
school

 Provides whiteboard
capability in group
discussion

! Personal conversations are
recorded in his/her email
accounts

 Support your child’s access
to the school portal and
class sites for a range of
collaborative activities
 Your child’s access is
restricted to his/her class
and school
 1terabyte (TB) storage
 Your child can jointly write
and edit documents with
other students

! Your child may share
documents with students
and staff from other schools

 Enables your child to
create and edit Word,
OneNote, PowerPoint and
Excel documents with any
modern browser
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Services

Yammer

Office Video

Description

Yammer is a private
social network.
Schools can post
events, news,
activities and pictures
within their group.

Office Video provides
schools with a
destination for
posting, sharing and
discovering video
content.

Benefits to Your Child
 Allows your child to actively
collaborate with his/her
class about school work
 Allows your child to
socialise with other
students online
 Relationship building with
other students
 Promotes knowledge
sharing
 Provides channels to
school activities

Things You Need to Be
Aware of

! Your child can see and be
‘friends’ with students / staff
from other Victorian schools
! Your child may have access
to content that is not
restricted to his/her age

! Your child can search for
students / staff from other
Victorian schools
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Attachment 1 – Online Services Available for Schools – Microsoft Office 365
Services

Description

Exchange
Online /
Email for
Students

This includes email,
calendar, contacts,
50GB mailboxes.

Lync Online

This includes instant
messaging and
supports online
meetings with video
and audio.

SharePoint
Online,
including
Project
Online

SharePoint supports
announcements,
tasks, calendar, blogs,
wikis and
document/picture
libraries.

How will students use the service



Office 365 will provide students with an email addresses.
The student’s full name and location are not included or apparent
from their email address. Email addresses follow the student’s
eduPass user name, for example jcsmi123@schools.vic.edu.au.



Students and staff will be able to search for people and
communicate with people outside their school, but within the
Victorian government education system.



SharePoint will support the school portal and class sites and allows
for a range of collaborative activities. For example, students can
jointly write and edit documents.
Staff will be able to moderate the SharePoint environment including
setting permissions for participation, for example, read or edit
permission. Students or other people outside the school will not be
able to access posts or documents.
Students will be able to report any concerns or abuse that arises in
the use of Office 365 using the Report Abuse facility on each page.





Office Web
Apps

Web based Word,
OneNote, PowerPoint
and Excel.



This allows students to create and edit Word, OneNote,
PowerPoint, and Excel documents from any modern browser.

This provides online
storage in the cloud.
Files can be shared
with staff and students
as needed.



OneDrive
for
Business

Students and staff will only be able to share files with people on
email directories within the Victorian government education
system.
They will not have access to storage directories for any other
person unless they have shared a file with them.

Yammer

Yammer is a private
social network. This
includes posting
events, status and
pictures.




Office Video

Office Video provides
schools with a
destination for posting,
sharing and
discovering video
content.







Schools will be able to organise school events within their school
groups.
Staff can create private spaces for students within the class to
communicate.
Students and staff will be able to search for people and communicate
with people outside their schools, but within the Victorian
government education system.
The Department determines who will have authority to manage the
homepage and create channels. Students and staff will be able to
search for people on the same directories.
Every video player page has access to share directly into Yammer
via online conversations. Only people who have been given
permission in the channel can view shared videos.
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